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In most enterprises, data is buried in legacy systems, locked 
in vendor applications, and scattered in different formats and 
technologies.

K2view empowers enterprises to liberate and elevate their data, 
to become the most disruptive and agile companies in their 
markets. We do this by enabling data teams to productize data, 
making it instantly accessible across the enterprise.

Our Data Product Platform continually syncs, transforms, and 
serves data via real-time data products, to deliver a trusted, 
up-to-date, and complete view of any business entity, such as a 
customer, order, supplier, or device. 

Every data product integrates a specific entity’s data from all 
relevant source systems, into its own, secure, high-performance 
Micro-Database™ - one Micro-Database for each individual 
entity It also ensures that the Micro-Database is always current 

with fresh data, and instantly accessible to authorized data 
consumers across the enterprise. 

The K2view platform is unique in its versatility to be deployed 
as a data fabric, data mesh, or data hub. Moreover, customers 
can deploy the platform as a centralized data fabric or data hub, 
and gradually phase into a federated data mesh architecture, at 
a pace that matches their business needs and the level of their 
data management maturity.

The platform fuels key operational workloads, including 
customer 360, data lake pipelining, data tokenization, legacy 
application modernization, test data management, and more. 

K2view Data Product Platform can be implemented in weeks, 
scales linearly, and adapts to change on the fly. It can be 
deployed in the cloud (as an integration Platform as a Service – 
“iPaaS”), on premises, or across hybrid environments.

K2view provides all the benefits of a big data management 
system: a distributed, shared, and linearly scalable architecture, 
in-memory computer processing, and optimized disk storage 
for minimal total cost of ownership. It deploys on premise, in 
the cloud, or in a hybrid architecture. But more importantly, 
it addresses the three most important challenges of data 
management systems:
• Provisioning complete, clean, and compliant data for 

operational and analytical workloads in real time, thanks to 
its patented data product and Micro-Database™ approach.

• Versatility to be deployed in a company’s data architecture 
of choice: from a highly federated data mesh to a more 
centralized data fabric, or even a multi-domain data hub.

• Delivering value in a matter of weeks, with simple, yet 
powerful configuration tools, and by integrating to a 
company’s existing data and analytics technology stack.

This whitepaper will discuss the platform’s architecture and key 
capabilities.

The data product approach
Traditionally, business applications organize and persist data 
into database tables based on the business entities being 
managed by the application (e.g., customer data, invoice 
and payment data, campaign data, product data, etc.). All 
the instances of a particular business entity are stored in the 
same table (e.g., a table containing all the personal information 
for all customers; another table storing all invoices for all 
customers; and another table containing all the payments for all 
customers).

The result is very large tables that must be queried using 
complex joins, every time a data consumer wishes to answer a 
multi-dimensional query for a specific entity (e.g., “How much 
did a particular customer pay in total vis-à-vis their invoices in 
the past 3 months?”).

The K2view platform, on the other hand, rmanages data by 
business entities, allowing data consumers to easily and quickly 
access data based on their business needs.

The Data Product Platform syncs, transforms, and serves 
data via data products. A data product generally corresponds 
to a specific business entity that data consumers would like 
to access for their workloads. So, a data product could be a 
customer, campaign, employee, order, or service.

Every data product integrates a specific entity’s data from all 
relevant source systems, into its own, secure, high-performance 

Micro-Database™ - one Micro-Database for each individual 
entity. It also ensures that the Micro-Database is always current 
with fresh data, and instantly accessible to authorized data 
consumers across the enterprise. 

A data product contains everything that a data consumer 
needs to create value from the business entity’s data. Since 
an entity’s data is usually fragmented across many different 
source systems, a data product needs integration, unification, 
and ongoing synchronization of its data with the underlying 
systems.

A data product creates and manages one Micro-Database™ 
for every instance of a business entity

The data product has a single definition (metadata), and 
multiple instances of its data (one for each individual business 
entity).

Data product metadata
• Schema, containing all the tables and fields that capture the 

data product’s data

• Synchronization rules, for how, and when, data is synced with 
the source systems

• Algorithms, that transform, process, enrich, and mask the 
raw data

• Accessibility to/from JDBC, web services, Kafka, CDC, etc.

• Data pipelining flows

• Data lineage, from data product to source system 

• Security, including authentication and credential validation

Data product data (per instance)
• Managed as a unit, within a Micro-Database, making it 

simple to process and access

• Unified, cleansed, masked

• Enriched with real-time and offline insights

• Cached, persisted, or virtualized

• Logged, so that every data change is tracked 

• Augmented with performance and usage active metadata

A data product has a single definition, but multiple instances of 
its data (one for each individual business entity).

Defining the data schema for the data product is automated 
in large part using an auto-discovery function, and completed 
using a graphical data modeling studio –  
K2view Studio. 

1. Overview

Intro
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The K2view platform integrates, processes, and 
organizes data via data products, where the data for 
each instance of a data product is stored in its own 
Micro-Database™ (mDB). 

Every mDB is compressed and individually encrypted 
with a unique key, enabling unparalleled performance, 
security, availability, and sync capabilities.

 

Micro-Databases are easily accessible by any authorized data 
consumer, including other data products, in any data access 
method of their choice: 
• Synchronized data access (“pull”): Web services, SQL

• Asynchronized data access (“push”): Messaging, Streaming, 
CDC

Benefits of the Micro-Database
Managing the data for each specific business entity in its own 
mDB means that its data, which is scattered across multiple 
data sources, is now connected and managed as an integrated 
unit. 

So, instead of scanning through massive tables and complex 
joins, across different technologies and systems, a query 
related to a business entity is performed against one mDB. 
This makes querying a specific business entity possible in 
milliseconds.

Likewise, processing data of a specific entity can be performed 
in-flight. For example, cleansing and unifying an entity’s  data, 
augmenting it with offline and real-time insights, and masking 
the data for compliance with data privacy regulations – are all 
performed in real time.

Additionally, every mDB may be secured in-flight with its own 
encryption key, achieving unparalleled granular data security to 
prevent any likelihood of a mass data breach.

Micro-Database versus alternatives
The following summarizes the differences between traditional 
data representation, and that of data product mDBs in K2view.

Traditional RDBMS
• Data is scattered across multiple systems and databases 

(e.g., CRM, billing, etc.).

• Each system is independent, with its own technology, 
database, and data formats.

• It is difficult to unify and process the data corresponding to a 
single business entity (e.g., one customer), and impossible to 
do so in real time.

Data Lake 
• Data is stored and distributed in a big data system (e.g., 

Hadoop, Snowflake).

• There is no business logic in storage.

• A single data query is compute-intensive, because it requires 
sifting through massive amounts of data

K2view Micro-Database 
• Data is stored, cached, or virtualized as data product units.

• Each data product instance stored in its own mDB, 
continually synced with its source systems

• Data processing and access for a single data product is a 
core feature.

Data products in a centralized Data Fabric or 
federated in a Data Mesh
Data products in the K2view platform may be defined and 
managed by data and analytics teams, in a centralized data 
fabric architecture. 

Alternatively, data products may be defined by business 
domains, in a federated data mesh operational model. 

Both approaches are supported, including a hybrid approach, 
where certain aspects of data management are centralized, 
while others are federated.
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The K2view platform may be deployed to support multiple data 
architectures: data fabric, data mesh, and data hub. 

The diagram below illustrates the K2view platform in a 
centralized data fabric architecture:

In a data mesh architecture, K2view nodes are deployed in 
clusters in alignment with business domains, providing the 
domains with local control of data services and pipelines, to 

access and govern the data products for their respective data 
consumers. A central cluster is configured to enable select 
data management functions that the organization would like 
to centralize (e.g. data security, common data transformation 
functions, shared services). All nodes are managed and 
administered as one integrated cluster, or as multiple, 
independent clusters (the cluster configuration is dependent on 
security and performance considerations).

Platform components and functionality
The following describes the functionality of the main 
components of the K2view platform. The core functionality of 
these components is unaffected by the chosen architecture 
pattern (data fabric/ data mesh/ data hub).

K2view Studio
A graphical IDE for managing the entire lifecycle of a data 
product. Data teams create the versioned metadata of every 
data product, including: data schema, data integration, 
synchronization policies, data processing logic, data masking 
and cleansing rules, custom functions, and web services for 
accessing the data products.

K2view Studio also features auto-discovery of the data 
product’s schema from underlying source systems, and 
enabling the data engineer to manually adapt and enhance the 
schema as required.

K2view platform runtime components
• Data Delivery   

K2view makes data product Micro-Databases accessible to 
data consumers via multiple methods:

• Synchronous delivery: SQL queries (JDBC), web service 
APIs, or ODATA. 

• Data products can even be searched, leveraging native 
Elasticsearch integration.

• Asynchronous delivery: Streaming (Kafka), CDC, or 
messaging (JMS, MQ,…).  

• Access Control 
Manages user access controls and restrictions to data 
products. 

• Dynamic Data Masking  
Performs real-time, in-flight masking of sensitive data within 
the data product.  

• Data Enrichment 
This is where the data product’s data is enriched (typically 
with calculated fields) based on business logic that is 
executed in real time or invoked as a scheduled job. 

• Data Transformation 
Data is unified, cleansed, and masked based on predefined 
rules that are applied to the data product instance. All data 
transformation logic is performed in-flight.

• Smart Sync   
Manages the synchronization of a data product’s data with 
its source systems, based on the configured sync policies for 
each data element of the data product. 

• Entity-Based Data Integration 
Ingests a data product’s data from the relevant source 
systems according to the data product’s metadata, and 
combining any number of data integration methods:

• Synchronous: SQL queries (JDBC), APIs 

• Asynchronous: Streaming (Kafka), CDC, or messaging 
(JMS, MQ Series,…).  

• Data Encryption  
A data product instance, whose data is stored in a Micro-DB 
(mDB), may be individually encrypted using its own, unique 
data encryption key.

2. Platform Architecture



5K2View Data Product Platform Technical Whitepaper

• Micro-Database Manager

• Retrieves the appropriate mDB from the distributed 
database into memory (if it is not already in memory). 

• If the mDB does not exist in the distributed database, it 
creates an mDB on the fly, and populates it with the data 
retrieved from the Data Integration layer. 

Each data field in the mDB is either persisted in the distributed 
database or virtualized, based on the preconfigured settings of 
the data product’s metadata. 

Data Consumers
Data consumers are the users and different applications 
accessing and updating data products across the enterprise.

Source Systems
Source systems refer to an enterprise’s current business 
applications and data stores. K2view integrates data from, 
and updates to, these source systems – regardless of their 
structure and technologies. 

Source systems include relational and non-relational databases, 
data lakes and data warehouses, structured and unstructured 
data, on-premise and on-cloud, legacy and modern cloud-based 
applications. 

Distributed Database
• The K2view platform manages and physically stores mDBs 

through a distributed  database via Cassandra or Microsoft 
Blob Storage. For a discussion of K2view data virtualization 
(which doesn’t require physical storage), please refer to the 
Data Integration section in the following chapter.

• This architecture leverages technologies from Amazon’s 
Dynamo and Google’s Big Table, making K2view one of the 
world’s most efficiently distributed backend architectures – 
without shared resources, or single points of failure. 

• The linear scalability of this architecture has been 
demonstrated by Netflix and with documented benchmarks 
available online. K2view is a linearly scalable platform 
running on commodity hardware that ensures the lowest 
total cost of ownership.

• K2view leverages Cassandra or Microsoft Blob Storage as a 
base storage layer via a key-value store, where each mDB is 
stored with its own unique key. The key is the data product 
instance ID, and its associated value is a compressed and 
encrypted database file containing the mDB data. This 
formula gives K2view a very simple, structured, and efficient 
way to access distributed data.

Case 
• Smart Sync needs to retrieve data from 

an mDB

• Smart Sync checks if synchronization 
with source systems is required (based 
on the defined synchronization policies). 
If not, it triggers the retrieval of data 
from the relevant mDB. For this type of 
transaction, K2view simply retrieves the 
value associated with the corresponding 
key (data product instance ID), using 
the native capabilities of the distributed 
database. 
 
 
 
 
 
 
 
 
 
 

Case 
• The Micro-Database Manager needs to 

write data onto disk after compression

• After a data product’s data is retrieved 
and processed in memory, the data 
may need to be persisted into physical 
storage (based on the data product’s 
settings). In this case, the data is written 
into the distributed database key-value 
storage. 

• As explained previously, the key is 
the data product instance ID, and the 
value is a compressed database file 
containing the mDB data. The data is 
compressed post encryption and then 
stored on the distributed database, 
using native communication protocols.

• As both cases show, the interaction 
between K2view Data Product Platform 
and Cassandra is limited to reading data 
from, and writing data to, distributed 
database nodes using the native 
protocols of distributed databases.
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Overview
The K2view platform features a set of embedded data 
management functions to create and deliver data products that 
populate, virtualize, store, and deliver trusted, real-time data, by 
business entity. Key data management modules include:
• Embedded entity-based data integration

• Embedded data masking and data tokenization

• Dynamic data virtualization

• Embedded workflow and data flow management

• Flexible data synchronization

These data management capabilities differentiate K2view Data 
Product Platform from other data management platforms. 
They allow data to be retrieved, validated, and augmented – 
automatically, and in real time – without any transformation 
scripts, or third-party tools.  

Entity-based data integration
Traditional ETL solutions were not designed to be distributed 
and parallelized for real-time performance. That’s why K2view 
devised its patented entity-based data integration (eDI), and 
embedded it into the K2view platform. The principles of eDI are 
based on the data product approach. Once a data product’s 
metadata is defined and deployed, K2view retrieves and 
transforms source data – by data product instances.

When the eDI layer is activated, it triggers a “mini-migration” 
of a data product’s data (from the source systems defined 
in the data product’s metadata) into the K2view platform for 
the relevant mDB. eDI is executed in memory and parallelized, 
allowing the data to be transformed in flight. After the data is 
transformed, it is either written into the distributed database or 
virtualized in cache for data consumers to access.

K2view eDI supports the following capabilities:
• In-memory data ingestion, based on data products

• Non-disruptive, real-time data pipelining

• Full data consistency and integrity, based on the data 
product schema

• Concurrent configuration and versioning

• Broad library of data transformation functions, for complex 
data transformations, masking, and enrichments

• Offline debugging capabilities

Embedded data masking and tokenization
A data product instance may contain sensitive data (e.g., SSN, 
credit card number, etc.) which may need to be masked or 
tokenized when accessed by certain data consumers.  Sensitive 
data must only be accessible by authorized users, and only be 
stored on the production system, where it is most secure. Other 
systems should only store masked data.

To address this challenge, the K2view platform provides an 
embedded suite of fully customizable data masking and 
tokenization functions. 

Like the eDI layer, masking is performed by default at the 
business entity (data product instance) level. 

The K2view platform features embedded masking and 
tokenization features:
• In-memory data masking, based on data productsbusiness 

entities

• Non-disruptive, in-flight masking and tokenization

• May be applied to data that isn’t associated with a data 
product (e.g., reference files)

• Masking of unstructured data (in addition to structured data)

• Role-dependent, dynamic data masking

• Detokenization

• Full data integrity, according to the data product schema

• Conservation of application rules, while masking for 
complete data usability

• Prepackaged data masking and tokenization functions

• Embedded debugging capabilities

Embedded workflow and data flow management 
(“Broadway”)
Broadway is the K2view module used to design data 
movement, its transformation and the orchestration of business 
flows. Featuring a powerful user interface for creating and 
debugging business and data flows, Broadway also provides a 
high-performance execution engine.

Broadway is used in the K2view platform wherever data 
movement and orchestration are needed. For example:
• Populating a data product’s mDB from external databases or 

REST APIs

• Pipelining data to external systems based on CDC or batch 
processes

• Subscribing to a message bus and consuming messages

• Orchestrating scheduled activities through the platform’s job 
system

• Transforming data for various use cases (e.g. data masking, 
or data enrichment)

Broadway is a flexible engine that can be leveraged anywhere in 
the platform’s architecture layers for endless use cases.

Data and Business Process Orchestration
A Broadway flow is built from Stages which are executed from 
left to right. A flow can be split into different execution paths 
based on conditions. More than one Stage can be executed in 
each fork in the path.

Logic and Data Transformation
Each Stage can contain one or more Actors which are reusable 
pieces of logic, with input and output arguments, that can 
be assembled together to create complex logic. Actors are 
executed by Stages.

An entire Broadway flow can be exported and encapsulated into 
an Actor and then be reused across flows. This is a powerful 
tool for reusing logic and working with highly-complex flows.

3. Data Management
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Data Inspection
When Broadway transfers data between Actors, the actual data 
is displayed in the Broadway flow. Complex data types (objects, 
arrays) are automatically detected and analyzed, and both 
metadata and data are visually rendered for easy debugging 
and extraction.

The example above displays how Broadway automatically 
identifies the data structure of the FetchCustomer Actor. This 
enables selecting specific fields from the data and passing 
them to the appropriate Actors.

Smart Sync
Any time a data product mDB is accessed from the K2view 
platform, the Smart Sync facility evaluates its current schema 
against the data product’s schema and synchronization 
parameters, and updates the data product mDB with fresh 
source data accordingly.

Consider that a change is made to the data product schema 
(e.g., a new table or a new field is added). When the Smart Sync 
is triggered, it compares the current schema with that of the 
deployed data product instance, identifies the schema change, 
and then invokes K2view data integration to retrieve data from 
the source systems and update the data product mDB (per the 
new data schema). Only that data product instance (and mDB) 
is affected. 
 
 

As such, K2view makes the process of updating data schemas 
seamless and transparent to data consumers. 

No downtime is required. No changes are required to the 
consuming applications. 

Data product mDBs are immediately accessible, even after their 
schema has changed, without going through a complex, costly, 
and time-consuming migration process. 

In addition, K2view maintains a “time machine” for every data 
product mDB, enabling data consumers to retrieve the mDB 
data as it evolved through the different schema versions. 

The same principles of data product mDB synchronization 
apply for every synchronization mode trigger, as described 
below:

On-demand sync
K2view Data Product Platform allows data synchronization to 
be invoked by web services calls, batch scripts, or directly via 
the K2view Admin.

Event-based sync
Alternatively, synchronization can be triggered using the 
principles of Change Data Capture (CDC). In this mode, K2view 
automatically captures changes in the source systems that 
are part of its schema. In this case, granularity is at the table 
level – meaning that when a change occurs in a source system 
, K2view triggers Smart Sync to change the data only on the 
corresponding table in the data product schema. This function 
eliminates redundant updates, for optimal performance.

AlwaySync
K2view features an intelligent and flexible way to synchronize 
data, called AlwaySync. This mode allows complete granularity 
over the data that needs to be synchronized with source 
systems.

Using AlwaySync, K2view allows users to configure what data 
needs to be refreshed automatically, and how frequently. For 
each element of the data product schema, an AlwaySync timer 
(that drives K2view synchronization) is set. For example, if 
the usage information from the customer table needs to be 
updated every 5 minutes, the timer is set at 5-minute intervals).

Once configured, K2view synchronizes data with source 
systems only on data access, to optimize performance. As 
such, if the timestamp on the retrieved micro-DB data is 
older than the timer interval set for this data, K2view triggers 
synchronization (for that data element only). 
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The figure below illustrates this synchronization mode, in the case of data access without masking.

K2view Data Product Platform retrieves the freshest data from 
the source systems in accordance with the defined data sync 
policies, and regardless of the resolution of the update – from a 
single field, up to entire table update if necessary. 

To achieve this, the platform’s mdbFinder module provides 
an elegant, fully integrated, and behind-the-scene solution to 
ensure that any row update in the source is propagated to 
in real-time, and is associated with the correct data product 
instance (stored in an mDB).

In a data streaming, CDC, or messaging data ingestion 
modes, the platform receives changes such as inserts/delete/
updates while they are performed on the source systems, 
applies advanced heuristics to determine the instance ID of 

the mDB impacted by the change, and updates accordingly 
the corresponding digital product instance in the K2view Data 
Product Platform.

For example, in cases where the data changes occurring 
in the sources do not math the current known parent/child 
relationship(s) of the data product’s data model, mDBFinder will 
recursively search the previous relationship(s) in the data model 
hierarchy, identify the newly modified ones, and automatically 
update the data product instance accordingly.

4
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mDBFinder

1. The web service (synchronous) API layer relays a 
data access request from a user application.

2. The user is authenticated and authorized 
to proceed with data access.

3. Smart Sync retrieves the data from the distributed 
database storage into memory (if not already there).

4. Smart Sync checks the micro-DB data timestamp 
against the AlwaySync timer, and discovers that the 
timestamp is older than the AlwaySync timer.

5. Smart Sync triggers the eDI layer 
for data synchronization.

6. The eDI layer synchronizes the data with the source 
systems, and sends it to the processing engine.

7. The processing engine uses the data to 
perform necessary operations.

8. The web service layer sends processed 
data to the user application.
8a. In parallel to this process, the processing engine sends 
the data for encryption.

8b. The data is compressed, and sent to a distributed 
database for storage
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K2view Data Product Platform can be deployed in multiple 
configurations to match an organization’s IT and business 
needs: 
• On-premise 

• Private Cloud

• Integration Platform as a Service (iPaaS) 

• Hybrid

The platform can be configured as a cluster, consisting of 
multiple nodes, deployed across multiple datacenters, to 
provide access to any data consumers.  This allows for 
unparalleled flexibility, because the number of nodes can be 
scaled dynamically to meet demand at any given time, and/
or storage capacity constraints. 

On-premise and private cloud deployment
The K2view platform can be deployed on premises, installed on 
a company’s local servers. 

It can also be deployed to any private cloud (e.g. AWS, GCP, 
Azure, Oracle) with dedicated servers, resources, and bandwidth 
provisioned on public cloud infrastructures. In a private cloud 
deployment, the platform services are consumed for a monthly 
service fee that varies as a function of the number of nodes 
and/or clusters required, and based on the volume of data 
processed. 

Integration Platform as a Service (iPaaS) 
The K2view platform can be deployed as a service in a public 
cloud  architecture. K2view iPaaS includes the required cloud 
hardware, cloud software services, and cloud storage to 
support the operations of the K2view platform.

Using K2view iPaaS, enterprises can:

• Simplify integration 
Application and data integration is seamless, without any 
delays.

• Accelerate your integration initiatives 
Integrations are available quickly, to speed your digital 
transformation initiatives.

• Spend more time on higher value integration activities 
There’s no longer any need for connectivity code. Built-in 
connectors, and no-code data orchestration tools, integrate 
with all your apps and data sources.

• Expand your integration capacity 
Integration flows can be used by both business and data 
teams, so you can expand the scope of your integrations.

• Change your integrations rapidly 
Integration flows are quickly adapted to match your business 
requirements and digital transformation efforts.

Managed Platform as a Service (mPaaS)
K2view also offers its customers a managed services offering 
which can be provided on a customers’ private clouds. This 
deployment mode is dedicated to delivering 24/7 availability, for 
all applications built on K2view technology and deployed on the 
cloud. 

The following activities are supported: 

• Cloud infrastructure support: DBA, SaaS, network, security, 
compute, storage, and cloud provider services

• Deployment: K2view platform environment setup, 
configuration, and database administration

• Seamless upgrades: Upgrades are software-based, with no 
changes to hardware necessary

• Operations: Production monitoring, problem detection, 
triaging, process automation, job execution, etc.

• Tier 1 and 2 support: Data cleansing, ticket resolution, 
defect resolution, patches, and performance tuning

• Service level agreements: SLA enforcement, for uptime 
optimization and data accuracy

• Program management: SLA management, release 
management, and reporting

Hybrid deployments
Hybrid deployments are required when enterprise data is spread 
across multiple locations, system types, and infrastructures. 

For example, data sources and targets could be organized 
according to a mix of cloud-to-cloud, cloud-to-premise, and 
premise-to-premise configurations, using multiple data 
processing scenarios and data patterns.

The K2view platform is designed to aggregate data from 
multiple sources, residing on different systems. Its multi-node 
configuration capabilities enable all servers to be integrated, 
regardless of whether each node is running on a virtual 
machine located on an edge location, or on a physical server 
situated on premises.

This functionality means that:
• Data products are created and managed closer to their data 

sources, ensuring that specific data and its metadata are 
managed close to their source.

• The processing node will process data that is geographically 
relevant, thus reducing network load and latency.

• Data consumers, running applications either on-premise or 
in the cloud, will always have access to the local node, thus 
avoiding scope trespassing.  

• Compute resources can be moved between on-premise and 
cloud, to adjust to processing needs. .

• Data engineers and architects can choose the best 
environment for their projects, and deploy accordingly. 

4. Deployment Modes
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K2view Data Product Platform uses innovative management 
and sync engines to provides easy access to data via web and 
database services – for seamless application integration.

The K2view platform features:
• A query engine supporting full SQL.

• An easy-to-configure web services layer. 

This section will describe these services in detail.

Database services
The K2view Data Product Platform processing engine uses two 
query methods, depending on the type of data being queried: 
• ANSI SQL, for an operational query on single mDB (95% of all 

queries)

• Elasticsearch engine, for an analytics query spanning 
multiple mDBs

These two methods leverage the full capabilities of ANSI 
SQL, with embedded database drivers enabled by the 
Cassandra SDK, and full JDBC support.

On top of the standard indexing functionalities provided by 
full SQL support, K2view provides a unique way to define 
and utilize indexes, in order to optimize queries, and enable 
user access control. 

Indexes can be defined for any field of the K2view data 
product schema. Once a field is defined as an index, it can 
automatically be used for analytical search queries. Indexes 
are stored as reference data, and can be used to optimize 
queries, and to define access permissions.

For instance, K2view enables a DBA to define the state field 
of an address table (contained in the schema of a particular 
mDB) as an index, thus enhancing the performances of 
queries selecting all mDBs of a specific state.

Web services
A core feature of K2view Data Product Platform is an 
embedded web services layer.

In traditional data management systems, exposing data via web 
services involves advanced software development. Developers 
must define:
• Communication protocols with the database management 

system, and then expose related access methods

• User and security protocols

• Distribution of the web services layer

These activities require resources, time, and constant 
maintenance to address database changes, or new functional 
requests.

K2view Data Product Platform includes a low-code/no-code 
framework with a graphical interface to quickly define and 
generate web services. Any function (even a query) can be 
created, and registered, as a web service.

These functions can then be reused, and combined with other 
functions. Simply put, any web service can be easily reused by 
other web services.

Once a web service function is defined, K2view automatically 
takes care of user access, distribution, updates due to schema 
changes, and more – saving time and effort.

Each web service can be restricted to a particular mDB, and/or 
user. Indexes can be used to restrict access to a web service, 
potentially restricting any field of the data product schema.

K2view Data Product Platform combines embedded web 
services, entity-based data integration, and flexible sync 
capabilities – without the need for any custom upstream/
downstream development.

5. Integration Services
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K2view Data Product Platform ensures the consistency, 
durability, and availability of the data it manages. Before 
explaining how it does this, let’s look at the Wikipedia 
definitions:

• Consistency 
Consistency, in database systems, refers to the requirement 
that any given database transaction must only change 
affected data, in allowed ways. Any data written to the 
database must be valid according to all defined rules, 
including constraints, cascades, triggers, and any 
combination thereof.

• Durability 
In database systems, durability is the property which 
guarantees that committed transactions will survive 
permanently. For example, if a flight booking reports that a 
seat has successfully been booked, then the seat will remain 
booked even if the system crashes.

• High Availability 
High Availability (HA), in a system, aims to ensure an agreed 
level of operational performance. Modernization has resulted 
in an increased reliance on HA systems. For example, 
hospitals and data centers require high availability of their 
systems to perform routine daily activities. 

Consistency, durability and high availability are integral to the 
K2view platform:

Consistency
Consistency is ensured by the processing engine. Every time 
a write on a certain mDB occurs, K2view checks against a 
transaction table stored in the distributed database, determines 
if a concurrent transaction is occurring, and if the write 
should be put on hold. For instance, if 2 or more concurrent 
transactions are committed to the same mDB, its transaction 
log is used as a conflict detection/resolution mechanism. 
This process occurs only in the case of a write transaction 
for a particular key (mDB ID), therefore maintaining quick 
performance and high availability.

Durability
Durability is inherent to the distributed database layer. K2view 
provides durability by appending writes to a commitlog first. 
This means that before performing any write, and using it in 
memory, it appends the value into a commitlog. This not only 
ensures full durability – because data is written on disk first – 
but since it’s appending only a small piece of a file, it is basically 
instantaneous.

High Availability
High availability is maintained by the Cassandra architecture, 
which eliminates single points of failure, by design. With 
Cassandra, all nodes are equal – without masters or 
coordinators at the cluster level. It provides for reliable 
crossover and detection of failures, using an internode 
communication protocol called Gossip. Gossip is a peer-to-peer 
communication protocol, in which nodes periodically exchange 
information about themselves, and any other nodes they know 
about. The next section discusses how consistency, durability, 
and high availability translate into performance.

6. Consistency, Durability, and High Availability
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K2view’s superior performance is rooted in its patented mDB 
technology – more specifically, in its ability to run every query 
on a relatively small amount of data. This makes K2view Data 
Product Platform the market’s fastest, high-scale operational 
data management system. Performance is also optimized 
based on the following principles:
• Every query is executed in memory.

• For search queries that span several mDBs, an integrated 
Elasticsearch engine is used to scan and search data in 
multiple mDBs.

In-memory processing
In-memory processing enhances performance because 
queries are executed in memory, and not on disk. While some 
queries need to be distributed (e.g., analytic queries), as a rule, 
K2view does not require complex parallelization for any of its 
operations.

If a data product schema is correctly designed, most queries 
are executed against one mDB, on a limited amount of data. 
Therefore, the amount of data to be retrieved and processed in 
memory is small enough to provide extremely fast performance 
– without complex cross-node distribution.

Elasticsearch 
Elasticsearch is a distributed, RESTful search and analytics 
engine, capable of addressing many different use cases. 
It stores data centrally for high-speed search, fine-tuned 
relevancy, and powerful analytics.

The K2view platform has native integration with Elasticsearch. 
It allows users to perform and combine structured and 
unstructured searches across multiple mDBs, while its 
aggregations let them zoom out to discover trends and patterns 
in their data.

A major hurdle for any data management system is ensuring 
that the data is securely stored. K2view’s mDB approach 
secures data via:

1. Advanced data encryption, thanks to the company’s 
patented Hierarchical Encryption Key Schema (HEKS)

2. User access control, combining HEKS, data services 
authorization parameters, and index definitions

These protocols are used in the authentication, and encryption, 
engines. The authentication engine ensures user access 
control upstream, while the encryption engine encrypts the data 
downstream, prior to storage.

Encryption engine
Each user of K2view Data Product Platform is created with a 
set of security attributes, listed in the figure below.

K2view uses an industry-standard, public-key, cryptography 
algorithm to encrypt and decrypt data. The public key encrypts 
a user’s wallet, which stores all resource keys. Data can only 
be read using a user’s password-based private key. The user 
password, which is salted before being stored in the K2view 
platform, is never stored anywhere else.

The cryptography grants a users access to the resource keys 
stored in their wallets, enabling certain patented security 
features.

K2view’s patented algorithm, Hierarchical Encryption-Key 
Schema (HEKS), relies on the resource keys contained in a 
user’s wallet: 

• Master key 
The master key, which is automatically generated during 
K2view Data Product Platform installation, permits access to 
every resource of the K2view platform. Any user with access 
to that key, can generate all other key types – and thus 
encrypt, or decrypt, any resource within the hierarchy.

• Type keys 
Type keys restrict access at the data product level (e.g. 
customers, suppliers, devices, orders), and are a hash of the 
master key. As such, each user that has access to a type key, 
can encrypt, or decrypt, data belonging to every type of data 
product.

• Instance keys 
Instance keys restrict access at the data product instance 
(mDB) level (e.g. specific customer, or specific supplier), and 
are a hash of their corresponding type keys. As such, a user 
with access to one data product instance, will not be able 
to decrypt data from any other instance, even when both 
instances are part of the same schema.

Password 
Salted before storage

Private Key (decryption)  
Unique, encrypted using password

Public Key (encryption)  
Unique, public to every user

Wallet 
Collection of resource keys

7. Performance

8. Security



13K2View Data Product Platform Technical Whitepaper

The pyramid above shows how HEKS is implemented for 2 
digital entity types, using the following keys:
• 1 master key, allowing full access

• 2 type keys, restricting access to 2 different data product 
types

• 6 instance keys, 3 for each data product type, restricting 
access at the mDB level

This kind of hierarchical encryption enables complete control 
over all stored data, and significantly reduces the risk of data 
breaches. For example, if 1 mDB key were to be hacked, only 
the data contained in that single mDB would be breached. 
All other mDBs would remain safely encrypted. This security 
feature makes the K2view platform ultra-safe, and makes 
massive data breaches impossible. 

HEKS user access control
Once defined, HEKS resource keys are used for user access 
control, thus associating roles to resource keys. In the following 
example, user A is added to a role, and given access to 2 data 
product types (with corresponding type keys), while user B has 
no type key:

1. User A uses its private key to decrypt the 
instance key needed for the grant.

2. Using the instance key, the platform allows 
the user to create a new role, allowing access 
to 1 mDB of that data product type.

3. Using user B’s public key, user A encrypts the 
generated instance key (hash of the data product 
type key), and then adds it to user’s B wallet.

User access control beyond HEKS
Not only does the platform grant access via role, it can also 
restrict access via role definition:
• At the digital data product/mDB level, enabling read or write 

over its structure

• At any other level, defining the method used to access the 
data (e.g., web services function). 

Thus, not only can user access be restricted at the mDB level, it 
can also be restricted to a single method (e.g., 1 web services 
reading method).

Administrators can also restrict access, based on indexes 
defined for each element of the data within the product data 
schema.

These definitions index cross mDB queries, while allowing for 
complete granularity in user access control. For example, a 
country index can be defined, and then used to define a new 
role that grants access to every mDB from a specific country to 
a user subset. 
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K2view Data Product Platform drives many diverse use 
cases, including Customer Data Hub, Enterprise Data Pipeline, 
Data Privacy Management, Test Data Management, Data 
Tokenization, Continuous Application Modernization, and more:

Customer Data Hub
The K2view Customer Data Hub (CDH) is a central customer 
data repository, with customer data integration, data 
orchestration, and microservice automation at its core. 

The customer data hub discovers, ingests, and unifies a 
customer’s interactions, transactions, and master data, into 
a Micro-Database (mDB). It uniquely manages one mDB per 
customer, for a 360 customer view that ensures their data is 
always up-to-date and available to consuming applications. 
K2view CDH employs data governance, and a clear 
understanding of the customer data lineage from all sources to 
targets. 

It delivers a real-time, single view of the customer – that can 
be used, and reused – by any department in the enterprise, 
at massive scale. The CDH seamlessly connects to virtually 
all enterprise data sources out-of-the-box – structured and 
unstructured. It then unifies, deduplicates, cleanses, and applies 
identity resolution to the integrated data without coding.

Enterprise Data Pipeline
The K2view Enterprise Data Pipeline (EDP) supports massive-
scale, hybrid, multi-cloud, and on-premise deployments. It 
ingests data from all source systems in real time, delivering 
data products to all types of big data stores, such as data lakes 
and data warehouses. 

As opposed to traditional batch processes, such as ETL and 
ELT, K2view EDP is continuously capturing data changes in real 
time, from all source systems, and streaming them as clean 
and complete data products to the destination data store. 
Since the data is processed in real time, it can also be delivered 
to operational systems simultaneously, to support real-time 
churn prediction, fraud prevention, credit scoring, and other 
operational intelligence use cases.

Data Privacy Management
K2view Data Privacy Management (DPM) is a flexible workflow 
and data automation solution that orchestrates compliance 
across people, systems, and data – for current and future 
regulations. 

DPM collectes, unifies, and stores the data of individual 
customers using data products. Data is encrypted at the mDB 
level, ensuring that customer information is secured at the data 
product instance. 

It supports role-based task assignments, dashboards, 
compliance audits, and reporting – leveraging a detailed 
history of all customer consent data, personnel and systems 
involved, and Data Subject Access Requests (DSARs). DPM 
streamlines the DSAR workflow, from intake to fulfillment, with 
instant access, collection, updates, and deletion of a customer’s 
Personally Identifiable Information (PII).

Test Data Management
K2view Test Data Management (TDM) quickly provisions test 
data subsets with referential integrity, from any number of 
production sources, based on user-defined rules. 

Testing teams spend less time preparing test data, to finish 
testing more quickly, and at higher quality. The solution can 
be embedded in a DevOps CI/CD pipeline, enabling shift-left 
testing.

K2view TDM empowers testing teams to provision test data on 
demand, in a simple automated process, on a single platform – 
regardless of the number of systems to be tested, technologies, 
or testing environments. 

It extracts all the data associated with individual business 
entities (customers, for example) from the relevant production 
systems, and synthesizes missing data as required. The 
sourced data may be structured or unstructured, and may 
be ingested from any system, from on-premise legacy 
mainframes, to cloud-based web apps. In-flight data masking 
protects sensitive data before it is delivered to the appropriate 
test environments.

Continuous Application Modernization
K2view Data Product Platform accelerates application 
modernization by making it easy for users to:
• Define data products by business domain, mapping source 

systems to data products

• Continuously synchronize source system data with the data 
product mDB

• Create web service APIs to let modernized application 
components read and update the data products

• Ensure compliance with data privacy laws by masking 
sensitive data on the fly

• Pipeline fresh data into data lakes and DWHs

• View the data product inventory, and lineage to source 
systems, via a data catalog

• Systematically retire legacy systems, as new components 
are deployed to production

• Respond agilely to changing requirements, to deliver new 
capabilities more quickly

• Eliminate technical debt, with an ongoing process of 
modernizing key components as needed

• Roll out new features in phases, so cost savings can be 
reinvested to finance future features

9. Use Cases
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The K2view platform is configured, monitored, and 
administered using the:
• K2view Admin Manager, K2view Studio, and K2view Admin.

• Administration capabilities native to distributed databases.

Below are the functionalities of the K2view tools:

K2view Admin Manager
• Version control, defining repositories and developer access 

• Password protection, where access can be granular, to any 
level of the configuratio

• Services control, managing start/stop of K2view services

K2view Studio
• Data product type definition

• Data product schema configuration

• Sync policy configuration

• Data enrichment/ETL rules

• Data masking rules

• Index configuration

• Deployment to K2view platform environments

• Commit/update to/from the version control repository

K2view Admin
• Query execution

• Index definition

• User management

• Role and permission management

• Nodes administration

K2view Data Product Platform does not require storage of 
all data in memory, or expensive hardware for scaling up 
performance. Its low total cost of ownership (TCO) is based on 
3 concepts:
• In-memory performance, on commodity hardware

• Complete linear scalability

• Risk-free integration

This section reviews hardware configurations, benchmarking 
performance by hardware type.

Minimum requirements
The K2view platform is installed on a:
• Linux server, for server node management

• Windows server, for admin/configuration tool operation 

The minimum requirements for the Linux cluster are:
• CentOS 6.5 OS, or Redhat 6.5 with latest patches

• Modern Xeon Processor

• 4 nodes x 4 cores

• 32GB RAM

• HDD, either:

• 2 Physical HDDs (500GB each) in a RAID0 
configuration

• 2 500GB SSDs

Note that K2view stores data on disk, and not in memory. Only 
current operations are done in memory. The use of regular 
disk storage contributes significantly to the low TCO of K2view 
Data Product Platform. Other distributed, high-performances 
databases store all data in memory, requiring massive amounts 
of RAM.

The minimum requirements for the Windows server are:
• Windows Server 2008 r2 64bit Machine, or 

• Windows 7 64Bit or Windows 8 64Bit1 CPU

• 4GB RAM

• 100GB available disk space

Linear scalability
Linear scalability is assured by the underlying distributed 
database (Cassandra).

Risk-free integration
On top of the actual costs associated with the purchase of a 
new system (hardware, licenses, etc.), a major cost component, 
of any data management system, is its integration into an 
existing IT ecosystem. System integration is not only very 
costly, it can also be very risky, for enterprises provisioning 
applications to millions of customers.

K2view Data Product Platform minimizes integration costs, due 
to:
• Automated data migration, with no impact on source 

systems

• Flexible synchronization, allowing for progressive legacy 
systems retirement

• SQL support, with no technical expertise necessary

• Embedded web services, enabling integration without 
changing database applications

These features make integrating K2view into any IT 
environment a risk-free operation.

10. Administration

11. Total Cost of Ownership
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This paper has detailed the key components of K2view Data 
Product Platform, and how they contribute to making it a next-
generation, distributed, operational data management system.

K2view Data Product Platform integrates with existing IT 
ecosystems using a revolutionary business-oriented approach 
to organizing and managing data: the data product. K2view’s 
patented Micro-Database™ technology delivers superior 
availability, scale, speed, and security.

It features:
• Easy configuration

• Full SQL support

• Embedded data services

• Flexible synchronization

• Performance-oriented processing engine

• Complete security granularity

At K2view, we believe that every enterprise should be able to use its data to be 
as disruptive and agile as Google, Amazon, and Netflix.

We make this possible by transforming all your data – wherever it is – into 
business-driven data products, which are defined and managed by business 
domains.

Data products could be customers, products, suppliers, orders – or anything 
else that’s important to your business. We manage every individual data 
product in its own secure Micro-Database™, continuously in sync with all source 
systems, and instantly accessible to everyone. 

This is all made possible by our data product platform, which delivers a trusted, 
real-time view of any data product. K2view Data Product Platform deploys in 
weeks, scales linearly, and adapts to change on the fly. It supports modern data 
architectures, such as data mesh, data hub, and multi-domain MDM – in on-
premise, cloud, or hybrid environments.

This one platform drives many use cases, including application modernization, 
cloud migration, customer 360, data privacy, data testing, and more – to deliver 
business outcomes in less than half the time, and at half the cost, of any other 
alternative.

© 2023 K2view. All rights reserved. K2view Data Product Platform and 
Micro-Database are trademarks of K2view. Content subject to change.

12. Conclusion
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